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SPAM Filtering Features

Our commercial Email Servers are the most comprehensive in the industry
providing two levels of SPAM filtering ...

1. Blacklist Verification
2. Heuristic filtering

1. Blacklist Verification

Using the experts in the Industry, our email servers verify incoming email
against the email servers of known SPAM offenders... if an email is received
from one of these known offenders, it will be identified as SPAM.

2. Heuristic filtering

Using “heuristic filtering” our email servers analyze the content of your
incoming email to determine the probability of SPAM. If the content contains a
large number of words common to SPAM it is identified as SPAM.

Configuring SPAM filtering

You configure your SPAM filtering through webmail using the webmail login on
the homepage at www.e-interchange.com shown below.

-"_._I
WehbMail Login l|'_'.
Email:

Password:

NEWY - WiebMail Server |

Login

If you are unfamiliar with WebMail, you can watch an overview in video by

clicking on the “video camera” image
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If you are the “Email Domain Administrator”

If you are the “email administrator” for your domain, you have the capability of
configuring default settings for all your email accounts.

Note: Rules configured for the domain will apply to all email accounts

1. From the administrative account options...select “Domain Processing
Rules” as shown below.

3 (0)Main Menu: demo@e-interchange.com - Microsoft Internet Explorer 101 x|
File Edit ‘Wiew Favorites Tools Help |
d=Fack - = - @ 74 | @Search [Ge] Favarites @Media & | %v S = i 2@

[~
LI il
- - a e
e
‘m“: Menu Compose Search Administrative Account Options.. = Help Logout
Administrative Account Options... -
demo's Mailbox Message Count Domain Pro ing RBules
Main Menu Flain UserAdm|_n|_strat|_on 0
5 Alias Administration 0
— . . ; |
- Check Mail Deloted List Adrministration ;
- Address Book Drakt Personal Account Options... 0
- Edit Mailbox -
Edit My Freferences )
Change My Signature = Jit mailbox

WOTE: To wiew the number of new messages for all mailboxes, change wour preferences.

Powerad by [hdail.

a

|Ej IMain Menu ’_’_’_|° Internet
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If you are not the “Email Domain Administrator”

If you are not the “email administrator” for your domain, you have the
capability of configuring filtering for your account only.

1. From the Personal Account Options... select “Change Processing Rules”
as shown below.

3 {0)Main Menu: demo@e-interchange.com - Microsoft Internet Explorer = IEIIiI
File Edit Miew Favorites Tools  Help |
= Back -~ = - @ it | @Search [32] Favorites @Media @ | %v = = ¥ ﬂ‘ ﬁ (]
L i
e S
B
q’m"_\ Menu Compose Search Personal Account Options. ~| Help Logout
Fersonal Account Options.. ==
demo's Mailbox Message Count|Edit My Preterances
Main Menu Pl ain, Change My Signature 0
Change Finger Information
- Check Mail sent Change Password 0
—— Deleted Change Mail Forwarding Information 0
- ddliless Bl Draft Change User Information | | 0
- Edit Mailbox |Change Yacation Message
[Change Processing Fules )
Edit Address Boak ~ it mailbox
NOTE: To wiew the number of new messages for all mailboxes, change your preferences.
Powered by [hail. o
|
[&] Main Menu l_ l_ I_ |4 mesrnet Y

130-D N. McDowell St. Charlotte,
3

North Carolina 28204




o t h Sales@e-interchange.com
. -ln er C angg http://www.e-interchange.com
_ _ -~ 704.334.3037 (voice)
. e-communication simplified 704.335.0709 (fax)

2. Follow the directions on the screen to create or add an inbound
processing rule.

<2 Domain Processing Rules - Microsoft Internet Explorer -1Ol x|
File Edit ‘Wiew Favorites Tools Help |
<aBack + = - ) at | {Qsearch [EFavorites GfMedia ¢4 | B-S5 e i A2 @
[
®
‘4’:: Do
—
Ml.\ MWenu Compose Search Administrative Account Options.. | Help Logout
Domam_ Current Domain: e-interchange.com Bound: IInbound 'I
Processing
Rules

‘fou do not have a mailing rule for this domain. To add a rule, click here.

- Add Rule

Powerad by [hdail.

a R

|@ Server Processing Pules ’_ ’_ |_|° Inkernet

130-D N. McDowell St. Charlotte, North Carolina 28204
4



o t h Sales@e-interchange.com

. _ln er C angg http://www.e-interchange.com
- -~ 704.334.3037 (voice)
. e-communication simplified 704.335.0709 (fax)

Edit Inbound Rule Current Domain: e-interchange.com

1. Selectthe FIELD that wou want to search.
Entar a search string in the text box below. Enable the chedibox to allow the search text to come from an
external file. The listbox shows a list of the existing rule files. Click on 'Update’ to get the contents of selacted
rule file. The maximum limit for a direct search string (not from an external file) is 255, Search strings more
than 255 will be truncated at 255,

3. Enter a mailbox or an email address in the text field. Incoming mail will be directed to this mailbox ar email
address when the rule iz asserted. If nothing is entered in the textbox the filtered message will be placed in a
mailbox named, "new.

FIELLD: I vI

" contains
" doesn't contain

PHRASE: ;'

[T Case sensitive match

™ Search string from file: =

Update Condition | Add Condition

RULE: =

=

Insert AMND | Inser OF Remowve

|rv1|:|ve the message to this mailbox: j

DESTINATION: I

Cancel | Finishl

130-D N. McDowell St. Charlotte, North Carolina 28204
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3. To enable the e-interchange SPAM configuration rules...
a. Select “contains” from the FIELD options.
b. Select Header from the FIELD dropdown.
c. Enter X-IMAIL-SPAM in the PHRASE text area.
Edit Inbound Rule Current Domain: e-interchange.com

1. Selectthe FIELD that you want to search.

2. Enter a search string in the text box belom. Enable the cheddbox to allow the search text to come from an
external file. The listbox shows a list of the existing rule files. Click on 'Update’ to get the contents of selectad
rule file. The maximum limit for a direct zearch string (not from an external file) is 255, Search strings more
than 255 will be truncated at 255,

3.  Enter a mailbox ar an email address in the text field. Incoming mail will be directed to this mailbox or email

address when the rule iz asserted. If nothing is entered in the textbox the fitered meszage will be placed in a
mailbox named, "naw".

FIELD: IHeader 'I

& contains
T doesn't contain

PHRASE: |X-IMAIL-SPAM ﬂ

[T Case sensitive match

™ Search string from file: | |

Lpdate Condition | Add Condition

d. Click the —=gdCongion |\ ton

130-D N. McDowell St. Charlotte, North Carolina 28204
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e. Inthe DESTINATION text field, enter SPAM
RULE: IHeader contains »#-kAIL-SPAM A
o
Insert AMND Insert OR | Femowve |
|rv1|:|ve the message to this mailbox j
DESTINATION: |SF"AN1
Cancel | Finishl
f. Finally, Click the Finish button to create the Rule.

The new rule will be displayed as shown below:

Name Field Rule Yalue Send To

Eule 1 Header contans

H-TWATT-SP AN Mowe to mailkox SPAN &0

Delete Al | Add |

130-D N. McDowell St. Charlotte, North Carolina 28204
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Checking your SPAM mailbox

Once the Rule has been created....Incoming email that is identified as SPAM will
be placed in your SPAM mailbox as shown below.

Note: the SPAM mailbox will not be created until the first piece of email identified
as SPAM is received.

MMailbox MMessage Count ~ize (bytes)
* Main 18 1291541
sent 0 0
Deleted 0 0
Draft(l) 1 1804
SPAN 0 0
Total: 1293K

* denotes the current mailhox

Because it is an impossibility for SPAM filtering to be 100% correct, not only is it
possible for some SPAM to slip and enter your main mailbox..but more
importantly you may have an occasional email end up in your SPAM mailbox. For
this reason it is very important that you monitor your SPAM mailbox to make sure
that you are not missing any valuable email.

130-D N. McDowell St. Charlotte, North Carolina 28204
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You can check your SPAM mailbox directly from Webmail.

:_'_‘;_ ":_:#
QM[ Menu Compose Search | Personal Account Options... ~| Help Logout
info's MMailbox MMessage Count Size (hytes)
Main Menu Wi 0 0
Check Mai Sent 0 0
; W Deeleted 0 0
—\'f'. Draft 0 0
- Read Mail .
- Address Book SPAM 1 1851
- Edit Mailbox Total: 2K
* denotes the current mailbox
NOTE: To wiew the number of new messages for all mailboxes, change your preferences.
Powered by [hdail.

Simply your SPAM mailbox

* ;: ;HJ.
M[ henu Compose Search Personal Account Options... ~| Help Logout
info's
SPAM 1 unread message(s)
Mailbox 1 tatal messagels)
[~ From Suhbject Date = Size
- Check Mail r ,ﬂ,"Jamel E1What IS OFEM software and ~ 5/21/05 8:52:43 1881 ~
Foto hMailbox: Mcdmu" Whi dl] you... AM o
- SEAM Delete | Delete All | Move to >>|Main 'I << Goto Mailbox

If there happens to be an email that you wish to relocate to your primary mailbox,
simply check the box beside and click the link to move it to your main mailbox. If
you are using Outlook/Outlook Express to check your email, it will arrive in your
inbox.
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Optionally you can configure your Outlook/Outlook Express to pull your SPAM
mailbox to your PC...

Configuring your Outlook/Outlook Express

To configure your Outlook/Outlook Express to retrieve your SPAM mail box...
You will need to create a new email account...the email address for this account
will be similar to your current email address with the addition of “-SPAM”. All
other account information will be the same.

For example... if your email address is myname@mydomain.com, your SPAM
email address is myname-SPAM@mydomain.com .

If you configure your Outlook/Outlook Express to retrieve your SPAM you will
want to create a SPAM folder and a “rule” to put your SPAM in this new folder.
Otherwise, your SPAM will end up in your Inbox defeating the purpose of filtering.
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